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From:

To:

Subject: RE: (U) Ongoing incident Yu "

Date: Thursday, May 09, 2013 5:53:19 PM e, .

Classification: TOP-SECRET/SHANGHORN
- i s e :

(U) | can meet with you on Tuesday the 14 at 1400. :keeps early hours
and is gone for the day, and | will be out tqm’orrow | will leave it to her to decide
whether she thinks she should to talk to*you also.

(b) (3)-P.L. 86-36

(U/FEHO) | asked| |yesterday if he still had a copy off email: he CA
didn't get back to me about it, and I'll ask again. 2w
(U/HH4H0) | have a number of emails to and from the folks in 3
unfortunately much of the discussion took place over the phone, and there were &
also calls/emails/meetings involving our branch chief and division technical o
director at which none of us lower down were present. was waiting for.a ..
formal written statement; they kept saying my attempts at that'were too L T
technical; and eventually our division tech director was tapped for the'task’, " A  °. .'

few days later we were told thatD_had already decided that whatDwas dotng. | -,

was perfectly all right, so the formal writteh’stdtement was never sents -The. . . . . ,_ T
message we got was: decision made, it's over. We heard.about that sec’ohdlﬁa'n'd'_ =
from our managers, however. We asked if| had put this in writing, and . =
apparently the answer was no - but then, they never got a complaint in writing .’ =
either. The technical director never did send one, and | was told not to do it on’ 5

my own. .

»
.

(U/HBYHO) So it just sort of fizzled out, butl brought it up agajn La_tqr.a_ngl.\n_fiis_ ..
told - again, by management in here - thatl |comp|iance .
officer), had already decided, and that there was no point in pursuing it any"
further. .

(U/HOU0) The last email | have from one of the compliance officers is guite
strange. There may have been a serious misunderstanding going on at fhat
point. In any case, I'll send what | have, following this. 4

(U) As for the complaint: .

(U/F0HO) We believe that for at least the last four months:lhas been
violating USSID SP0018 by collecting or attempting to collect U.S. phone numbers
without the proper authorities, and without a foreign intelligence purpose. The
collection or attempted collection was done by|

(b) (1)

(b) (3)-18 USC 7898

(b) (3)-50 USC 3024 (i)
(b) (3)-P.L. 86-36

{b) (&)
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(U /HFOHO) We believe that for

at least the last four months he has been violating

by collecting or attempting to collect|

|without apprnva'l from thie'prope M- Ihqr],t}efsr

and without a
intelligence purpose. The col

without
af el sl s s st uwam
7f’orelgn

ection or attempted collection was done by using

.
-

(UHEBUO) We believe that since October 2011 he has collected or attempted to

collect a large volume of phone numbers without any foreign intelligence
purpose. The collection or attempted collection was done by using

Thank you,

From:| |
Sent: Thursday, May 09, 2013 3:26 PM "Eey g T,
Toj R,
Cc: g,
Subject: FW: (U) Ongoing incident '

Classification: TOP-SECRET//SINOFORN—

Hello

(U) | have been assigned to investigate the matter described in your email, below. | would like to

meet with you to discuss further. Are you available on Tuesday, 14 May at 1400 to meet with me in

my office?

(U/HAFEH6T| see that your email included
the ighotline. | would be happy to meet

asa€o- su'brmtter of the email/concern to

Withi ias well, but in a separate meeting. | will leave it

to the two of you to decide if one of you would like meet with me and discuss, on behalf of the

other, or, if both of you would like to meet with me, separately. Please let me know.
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(b) (3)-P.L. 86-36
(b) (6)

(U/AEH0) In preparation for our meeting, please let me know Which regulations or Agency
processes you believ as violated. If you have a copy of the email thaIDsent to
:please prowde t_h;_at-a_s \_NeII along with any other related correspondence or
background information you may have. If'\,féu.r:ef.erred. the matter tw “writing, please prov

and
a copy of your referral and their response, if any.

(U) I look forward to meeting with you. If the date/time | proposed does not work for you, please

propose another date/time and | will check my schedule.

n writing, please provide

1rd-(g) (q)

9€-98

l'llll..-

ThankyouJD- ----------------------- --'...-..:...‘.‘ =

V/R} -ll"".---....'-. IR . *
e | |

Senior Investigator
NSA/CSS 0IG, Office of Investigations, ¥ 14"

**PRIVACY SENSITIVE — any misuse or unauthorized disclosure may lead to disciplinary

action®*

Classified By:

Derived From: NSA/CSSM 1-52
Dated: 20070108

Declassify On: 20380501

Classification: FOP-SECREFHHSHANOFORN-
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From:
To:
Subject:
Date:

« (U) Something else
.‘ Wednesday, May 15, 2013 10:35:45 AM

Classificétion: TOP-SECRET/SIHNOFORN—

¥ I

6

. B6-3

(k) (3)-P.L

* (U) Something that | didn't think to state explicitly yesterday:
! TSHSHHREEFOFVEY)| |
L —FSHSHREETOFVED =,
s L. e, T ;33 B
~FSHSHHNOFORN) [ EEEE
<FSrrStRECTOFPVERN_____ | 5ol
| T A S ESUERN {4 55 88 0% R § R R E S eag i P o
:: : ..... " owow = " = = = % % owoEomoEow = = = omomowom = = = = m o= omow "= oEow : : . & L3
'. ‘::l
i ISHSHAREETFOFVEYW] I
T ERECTFOFYEY 2
.* Thanks,

- (U/ FOYe)
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-------------- (b) (3)-P.L. 86-36

Classified By:

Derived From: NSA/CSSM 1-52
Dated: 20070108
Declassify On: 20380501
Classification: FoP-SECREFHSHNOFORN—
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From:
To:

Subject: ¥ (U) call data

Date: L Tuesday, May 21, 2013 3:07:09 PM
Astachrneits |il

* L -
* Mo (b) (1)
. T (b) (3)-18 uUsC 798
- ifi i . (b) (3)=50 USC 3024 (i)
.Classification: TOP-SECRET/HSHNGFORN— (B (3750 voe 32
. " (b) (6)
0. .

86-36

(b) (3)-P.L.

—(FSHSHHNOFORN)]

seemed to spend most of yesterdayl

* Thank you,

(b) (3)-P.L.
(b) (6)

86-36

Release 2022-10
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{B) (1)

(b) (3)-18 USC 798

(b) (3)-50 USC 3024 (i)
{(b) (3)-P.L. 86-36

e o e T e o e e e g e e S F i O e e el ot A o s s el

Classified By:

(b) (3)-P.L. 86-36 Derived From: NSA/CSSM 1-52

Dated: 20070108
Declassify On: 20380501
Classification: TOP-SECREFHSHNOFORN-
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From:
To:
Cc: )
Subject: (U) Further developments LT T T, I T T P
Date: Tuesday, June 18, 2013 1:30:23 PM 5
5
b
Classification: TOP-SECRET/NOFORN- (b) (3) -P.L. 86-36 3
(b) (&)
[s5]
- oh
- < * ‘J‘J
n--.---.---.------.-.-ﬂ-‘.- = % " om o oE RN s oEoEoEEEE =
(TST/NOFORN) On May 31 5‘! i
“ ’
’ TTTT
(SHREETO-USATVEY) SGoE
Lo
-r({_)ﬂ'.‘l
= " LI == =
w0 w0
@ 0
(=21
I W~
W O WO
LSHNOFORN) has looked at the data also and agrees that it ' | ©
specifically targets U.S. comms| " ¢
(U/+BY0) His o
o
4y
Thanks, &
U/ HOHO) Lt .

Classified By:

Derived From: NSA/CSSM 1-52
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Dated: 20070108
Declassify On: 20380601
Classification—FoP-SECRETHNOFORN
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(b) (3)-P.L. 86-36

From: :

To: -

s O[]

Date: . Wednesday, NoveriQer 27, 2013 12:15:06 PM
- *

Classification: TOP SECRET/SHNOFORN

.

6

86-3

(b) (3)-P.L.

(b) (&)

-

Right now we don't know for sure who did what, but it has multiple symptoms of,

*
LR
- 23

P |F|'in' general, since early last week. If somebody finally tracks this problem

own and finds out he did it, you'll be getting another complaint.

I
* . simply, can't,ynderstand that, but | give up trying to get it changed. All | can do

is whine every time I'll get back to you on this if and when

someone comes up with the smoking gun. |

Trd-(€) (a)

9¢-98
(T)Fzoc 2sn 06-(g) ()

(1) ()

86L 2sn 81-(g) (4Q)

Thanks & Happy Thanksgiving,

(b) (3)-P.L.

86-36
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From: |

Sent: Wednesday, November 27, 2013 11:38 AM
To:[ ]

Stﬁ)]ect: (V]| | .

' .

r -

I = .
.’ Classification: FOP-SECREFHSHNOFORN—
' -

I *
’ . .
Hi e
" . D * -
0 You previously provided the attached data to the OIG..l
4: » . . I'
. <<v3z>
i .. (b) (1)
. (b) (3)-18 USC 798
. (UHAeEey (b) (3)-50 USC 3024 (i)
B (b) (3)-P.L. 86-36
" Senior Investigator
NSA/CSS OIG, Office of Investigations, D14
**PRIVACY SENSITIVE — any misuse or unauthorized disclosure may lead to disciplinary
action**
Classified By:
o T k¥ X JPPSEE—— Derived From: NSA/CSSM 1-52
& Dated: 20070108
A
o Declassify On: 20381101
) ClassificationTOP-SECRET//SI/INOFORN—

Classified By:

Derived From: NSA/CSSM 1-52
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Dated: 20130930
Declassify On: 20381101

Classification: TOP-SECRET/SIINOFORN—
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(b) (3)-P.L. 86-36
From: .
To: ' (b) (1)
Cc: . (b) (3)-18 USC 798
Subject: « (U) Tasking/collection data (b) (3)-50 USC 3024 (i)
Date: Wednesday, July 03, 2013 4:18:26 PM (b) (3)-P.L. 86-36
Attachment:s: ﬁ ---------- . % 8 m o ® om % omoE oo oEEoEEoEEoEoEoEE -
Classification: TOP-SECREH/SHNOFORN— g
You wanted a short/quick list for some of the targeting that's most obvious -
at a glance, correct? .
Any problems/questions/etc, give a yell... W 1)
(b) (3)-18 USC 798
({b) (3)-50 USC 3024 (1)
Thanks (b) (3)-P.L. 86-36
(b) (6)
<<..>> PEREERS S A mmm o w2 4 4 e e
(b) (3)-P.L. 86-36
(U HFOHO)— T X

Classified B

Y.

Derived From: NSA/CSSM 1-52
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Dated: 20070108
Declassify On: 20380701
Classification: TOP-SECRET//St/INOFORN—
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From:

To:

Subject: (U) Data spreadsheets s
Date: Monday, July 08, 2013 12:29:41 PM .
Attachments: S

(b} (3)-P.L. B6-36

Classification—TOP-SECRETHSHNGFORN—

(b) (1)

(b) (3)-18 USC 798

{b) (3)-50 USC 3024 (i)
(b) (3)-P.L. 86-36

Notes: .

Release 2022-10
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Thanks, _

(b) (3)-P.L. 86-36

. E . (b) (1)
(U/7FOUO) . ¢ (b) (3)-18 USC 798
. (b) (3)-50 USC 3024 (i)

"« | vy (3)-P.L. 86-36

Classified By

Derived From: NSA/CSSM 1-52
Dated: 20070108

Declassify On: 20380701

Classification: TOP-SECRETHSHNOFORIN-
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From:
To:
Subject: +« FW: (U) Something else turned up
Date: o Tuesday June 30 2015 1:43:44 PM
Attachments?

*

Qréssification: :FGP-SEGR‘E-'FHS-I#NGFGF%N

.
-
.
.

5 .Frgrp:l | “..
— """ "Sent: Wednesdav, July 10, 2013 3:13 PM .
o To: |“--.
© 1 i
: .+ Cc _ |
= B> " " Subject: (U) Something else turned up
= Classification: ToP-SECRETASIHNOFORN-
*  We may have to go through everything i'n. ﬁo see if there's anything -
else like this in there. e x
. (b) (1) .
* Thanks, (b) (3)-18 USC 798 i
i (b) (3)-50 USC 3024 (1) .
{b) (3)-P.L. B6-36 B
(b) (6) B
<< >> 3 h
L] :

*Itd-(g) ()

280 05-(g) (q)
. 2sn 81-(g) (Q)

£-98
o€
6L

9
(T)FE
8

(1) (q)

Release 2022-10
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(b) (1)

(b) (3)-18 USC 798

(b) (3)-50 USC 3024(i)
(b) (3)-P.L. 86-36

Classification—TOP-SECRET//SITINOFORN—

................... (b) (3)-P.L. 86-36

Classified By:

Derived From: NSA/CSSM 1-52
Dated: 20070108
Declassify On: 20380701
Classification: FOP-SECREFHHSHNOHFORN—
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(b) (3)-P.L. 86-36

Classified By:

Derived From: NSA/CSSM 1-52

Dated: 20070108

Declassify On: 20400601

Classification: FOP-SECRETHSHNOFORN—
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(b) (3)-P.L.

86-36

From:

TO: - = "= = = = n
Subject: (U) FYI

Date: Thursday, August 01, 2013 2:26:10 PM .

-
i

Classification: $9-P—-SEGR—E¥#S-WNQ-F9R-N—

(b) (1)

(b} (3)-18 USC 798

(b) (3)-50 USC 3024(i)
(b) (3)-P.L. 86-36

(b} (6)

Thanks,

Release 2022-10
NSA 22240




Doc ID: 6789500

Classified By

(b) (3)-P.L. 86-36

Derived From: NSA/CSSM 1-52

Dated: 20070108

Declassify On: 20380801

Classification: TOP-SECRETHSIHNOFORN—
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From:

To:

Subject: (U) screen shot

Date: Tuesday, August 13, 2013 12:41:34 PM

Attachments: (b) (1)
______________ (b) (3)-18 USC 798

(b) (3)-50 USC 3024 (1)
(b) (3)-P.L. 86-36

Classification: FoP-SECREFHHSHANOFORN—

If you are unable to view the file, I'll try sending it another way.
Thanks,

T1rd- () (q)

£-98

9

Classified By

Derived From: NSA/CSSM 1-52
Dated: 20070108
Declassify On: 20380801

Classification—+oP-SECREFH/SHNOFORN—

Release 2022-10
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From:
To: -
Subject: FW: (U) short lists T¥uw g

Date: :48:51 PM
Attachments: ""--....

§.
ClaSSification:—-FeP—S'EeR'EHfS'l'/}HGEGRN— -
From: =" s = osomowew |.|---.-.#=_-o|---::::::".'ffl-l.!_.
Sent: Tuesday, September 17, 2013 4:1 3M"
To: i
Subject: (U) short lists e ® %

P (b) (1)
(b) (3)-18 UsC 798

Classification: FOP-SEGRETHSHNOFORN- (b) (3)-50 USC 3024 (1)

(b) (3)-P.L. B6-36

*
.

-

<<, >> << >>

“d-(g) (q)

9¢€-98 1T

From:|_

Sent: Tuesday, september 17 2013_10:511:\134'.'.'.'.'.'.'.'.'.'.'.'.'.' ......
To:l

Release 2022-10
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Subject: RE: (U) RE:|

(k) (1)
e s (b) (3)-18 USC 798
Classification: TOP-SECRET//SIINOFORN— (b) (3)-50 USC 3024 (i)

(b) (3)-P.L. 86-36
(U/HOP0)

From: ] =

Sent: Tuesday, September 17, 2013 10:04 AM -

Tof | B

Subject: RE: (U) RE: Yellowstone data el NN L . 0

Classification: FOR-SECREHSHNOEFORN— f

Release 2022-10
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Spreadsheets to follow shortly.

Thanks,

_7lloli"".. E
Sent: Tuesday, September 17, 2013 9:06 AM , , _ .. . .t i it ittt nassannana]
To: &
Cc: @
Subject: RE: (U) RE:[ ] 2
Classification: FOP-SECREFHSHNOFORM . - - - - """ 777
| provided your latest information to our technical point-of-contact. S
SRS
T
G
« O
)
" G a
g:\ a0
Thanks, 7w
L)} E @
(Uese) | I ,...'_'...-.'.'.'.'.'.'.'.'.'.'.'.'::.-.-.-“...
Senior Investigator rerrrEERS —
NSA/CSS O1G, Office of Investigations, D14 Z
w
--'-..-...........-..-.'-...ll-'.....:F‘
**PRIVACY SENSITIVE — any misuse or unauthorized disclosure may lead to disciplinary @
action** &

Classified By:

Derived From: NSA/CSSM 1-52
Dated: 20070108
Declassify On: 20400601

Release 2022-10
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Classification—FoP-SECRETHSHANOFORN—
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(b) (3)-P.L. B86-36

From:
To: L *.
Subject: FW: (UL l . .* * :
Date: Tuesday, June 30, 2015 1:51:53 PM™ " "L, “ i . * * B
LA ™ '.O. - i
. ) . :l L
- e . A (b) (1)
Classification: FOP-SECREH/SHNOFORN- ; (b) (3)-18 USC 798
Lot . {(b) (3)-50 USC 3024 (i)
Lo . (b) (3)-P.L. 86-36
From:| |
Sent: Thursday, November 14, 2013 4:03 PM T .
Tt“l_ﬁ "-.-- I (b) (1)
= u (b} (3)-18 USC 798
Subject: (U) (b) (3)-50 USC 3024 (i)
(b) (3)-P.L. 86-36
(b) (6)

Classification: TOP-SECRETHSIHNOFORN— :

Release 2022-10
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Sent: Monday, November 18, 2013 9:21 AM %"

To:  aEm i s e s e R A
Cc: - £
Subject: RE: (U)

Classification: TOP-SEEREH/SHNOFORN-

*Tra-(g) (a)

9£-98

o T
W W W
Lo
m o
SO om
x -h:C

R
@O0
o

I W
w O W
oy b 0

o

"
ouououo

1
o
oo
w W
@ Y O}
o
I ~J
W oo
oy B o
b
=
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Thanks,

(b) (3)-P.L. 86-36

Classified By:

Derived From: NSA/CSSM 1-52
Dated: 20070108
Declassify On: 20400601

Classification: TOP-SECRET/SHHNOFORN—
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From:
To:
Subject: « *  FW: (U) New tasking submitted
Date: |, * " Tuesday, June 30, 2015 1:57:25 PM ToToo
Attachments: —=on
© Classification: ToP-SEEREHSHNOFORN— Tws
o From: [ |
) Sent: Monday, November 18, 2013 5:02 PM
- = - -Tlol
Subject: (U) New tasking submitted
: . Classification: FOP-SECREFHSHNOFORN—
. * Thanks,

(b) (1)

(b) (3)-18 UsSC 798

(b} (3)-50 USC 3024 (1)
(b) (3)-P.L. 86-36

(b) (8)

Release 2022-10
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From:| |
Sent: Tuesday, November 19, 2013 10:02 AM" * . , |
Toj Ty,
Cc S
Subject: (U) Re: New tasking submitted =~ " "+« .., T N
Classification: FoP-SECREFHHSHNOFORN Rl .

=
> Will you be able to tell if the tasking record is approved/released? If so, z
would you please let us know when/if that happens? v

E.-‘
> Also, if approved/released, you should then report your concerns to your o
Qversight and Compliance point-of-contact, or directly to | | @
> We will definitely ask about this tasking with regard to the investigation. Is
there a way to send us a copy of the tasking record (as is)? ....and if it ends
up being approved, a copy of the approval record?

SEggY

The record has not been released; I'll send notice if there TR
are any changes. The attached fileis a copy of the tasking vzazv
request; 1t should open automatically in a web browser when B
you click on it. Let me know if there are any problems LG a
viewing it. (Side note: I can't imagine what "procedure T w
troubleshooting”" means as tasking justification.) 5~§3
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Doc ID: 6789500

I | . In future I'll try to avoid mentioning .
details that aren't part' vf-amn.actyal problem. "

(b) (1)
(b) (3)-18 USC 798

(b) (3)-50 USC 3024 (i)

Thanksj
F
: (b) (3)-P.L. 86-36
(b) (6)

<<,.>>
-

. From] |

«  Sent: Thursday, November 21, 2013 4:13 PM 2
" Tol*

Su .

' C}'Iassification: TOP-SECRET/SINOFORN- :

bject: (U) New tasking released

86-36

(b) {3)-P.L.

" Thanks,

<<, >>

<<, . .>>
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(b) (3)-P.L. 86-36

Classified By:

Derived From: NSA/CSSM 1-52

Classification: TOP-SECRETHSHNOFORN

Dated: 20070108

Declassify On: 20400601
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From:
To: .
Subject: FW: (U) NS § ] TP
Date: Tuesday, June 30, 2015 2:03:24 PM T .
Attachments: Ak &
* * - Q
» % I
g o
— ., ¥ . . I,'"
Classification: TOP-SECRETHSINOFORN 2
" ., 2 [ % g
) : i .. - w0 & : . :.
From: [ ] SRR,
Sent: Monday, April 21, 2014 6:44 PM Lt et
To: - l (b} (1)
SUb'eCt: (U) ........ TR EEEE R ‘.- ................ (b) (3)-18 USC 798
.t * (b) (3)-50 UsC 3024 (i)
(b) {3)-P.L. 86-36

Classification: :FG'P—SEGRE'WSWOFURN_ :
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Doc ID: 6789500

(b) (1)
.. . e (b) (3)-18 USC 798
(b) (3)-50 USC 3024 (i)
(b) (3)-P.L. 86-36
<<..>> PR *
Ry (b) (1)
Thank you, ' (b) (3)-18 USC 798
(b) (3)-B.L. 86-36 (b) {3}-50 USC 3024 (i)
(b) (6) (b) (3)-P.L. 86-36
. (b) (6)
(U/7FOU0) " e
| (UFFOU0) G TY P
" " " o oEE N E W W "= % 5 " W % =" ® ®E E N NN W - = " = - [] L
g
From:| | [®
Sent: Monday, April 21, 2014 5:04PM__ """ " * e, et v
To:l I - - % == ALY E-A
Subject: RE: (U) Checking in ~
T
Classification:ToP-SECREHNCHORN— -
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Doc ID: 6789500

[ 1]

Thank you, ;
- * ..
O -
00 (I v i e e e e e e i -
|
W L]
© U/HeH0)—
: U/ (b) (1)
! (b) (3)-18 USC 798
"I“ " . (b) (3)-50 USC 3024 (i)
s (b) (3)-P.L. B&-36
ﬂ
a
I I(U/'/‘FGHG')—
" .' - ._. ______________________________________
‘I .‘ - e .
e . .
-« *Erom:| |

~ Seqt: Monday, April 21, 2014 4:55 PM
:. . To:i
~* " Cci

=", ". Subject: RE: (U) Checking in
w.* Classification: FOR-SECGRET/NOFORN—

. Thank you. I'd like to discuss this with my supervisor....let me get back to you very soon -- by

** tomarrow morning.
** In the meantime, do you have a copy of the record showing his targeting that you could provide to

== us?

]

L (Urretey| |
* Senior Investigator
" NSA/CSS 0IG, Office of Investigations, D14

**PRIVACY SENSITIVE — any misuse or unauthorized disclosure may lead to disciplinary

action®*
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(b) (3)-P.L. 86-36

(b) (&)

From:| |

Sent: . 38PM Tttt
To:I e R,

Subject: {U) Checkmg in ------------------------------------------- o

Classification: TOP-SECRET/NOFORN—
] N

T____targeting U.S. comms again. | wasn't sure whether to report it or wait till

he actually gets collection (if any)... and also wasn't sure whether to send the
information to you or file a new report with the IG hotline.

Classified By:

Derived From: NSA/CSSM 1-52
Dated: 20130930

Declassify On: 20390401
Classification—FoP-SECREFHSHNOGTFORN-

Classified By:

Derived From: NSA/CSSM 1-52
Dated: 20070108
Declassify On: 20400601
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Classification:FoP-SECREFHHSHNOFORN—
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DacldD:- 6789500
{b) (3)-P.L. 86-36

= From:

* To:

: Cc:

. Subject: P_

* Date: Thursday, December 11, 2014‘1.\02:4_5 PM

: Attachments: %y -

: (b) (1)

. Classification: TOP-SECRETH/SHNOFORN— (51 43) -18 U5C 198

. : (b) (3)-50 USC 3024 (i)
(b) (3)-P.L. 86-36

Thanks,

»w s === (b)(3)-P.L. B6-36
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<<, 2> << P> << > << B>

(b) (3)-P.L. 86-36

Classified By:

Derived From: NSA/CSSM 1-52

Dated: 20130930

Declassify On: 20391201

Classification:ToP-SECREFHSIHHNOFORN-
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